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Appif cation No. 
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Applicant(s) 
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Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS. 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

. Extenslonsortimemaybe8v8tl8Neund8rtheprovislonsof37CFR 1.139(a). In no event, however, may a reply be UmeTy filed 
after SIX (6) MONTHS fNmttom^inQ date of tt^oommunic^ 

- If NO period tor reply Is specHted above* the maxbnum statutory period apply and %mB expire SIX (6) MONTHS from the nwBing date of this communlcBbon. 

- Failure to reply within the set or extoided period for reply \Mi!l. by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjuslment. See 37 Cf^ 1.704(b). 

Status 

1 )I2 Responsive to communication($) filed on 16 February 2(K)4 . 
2a)D This action is FINAL. 2b)Bl This action Is non-finaL 

3)0 Since this application is In condition for allowance except for fornial matters, prosecution as to the merits is 
closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 



Is/are withdrawn from consideration. 



Disposition of Claims 

4) K1 Clalm(s) 1-3 and 10-22 Is/are pending in the application. 

4a) Of the atoove clalm(s) 

5) D Clalm{s) Is/are allowed, 

60 Claimfs^ 1-3 and 10-22 is/are rejected. 

?)□ Clalm(s) 4^9.12.13 and 23-41 Is/are objected to. 

8) D Clalm(s) are subject to restriction and/or election requirement 

Application Papers 

9) D The specification is objected to by the Examiner. 

10)0 The drawing{s) filed on is/are: a)n accepted or b)n objected to by the Examiner. 

Applicant may not reediest that any objection to the drawing(s) be held In abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the con^ction is required if the drawtng(s) Is objected to. See 37 CFR 1.121(d). 
1 1 )□ The oath or dedaratton is objected to by the Examiner. Note the attached OfHce Action or form PTO-1 52. 

Priority under 35 U.S.C. § 119 

12)D Acknowledgment is made of a daim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (0. 
a)DAII b)n Some *c)n None of: 

1 .□ Certified copies of the priority documents have been received. 

2.D Certified copies of the priority documents have been received in Application No. . 



3.D Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
See the attached detailed Office action for a list of the certified copies not received. 
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2) Q Motice of Draflsperson's Patent Draw^g Review (PTO-948) 

3) S Infdrmation Disctosure Stalement(s) (PTO/SB/OS) 

Paper No(syMail Date 2/16/04. 



4) □ Interview Summary (PT0^13) 

Paper No<s)/Mail Dale. . 

5) Q Notice of Informal Patent Application 

6) □ Other 
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DETAILED ACTION 

1 . The oath or declaration is defective. A new oath or declaration in compliance 
with 37 CFR 1 .67(a) identifying this application by application number and filing date is 
required. See MPEP §§ 602.01 and 602.02. 

The oath or declaration is defective because: It is not signed by the inventors. 

Claim Objections 

2. Claims 4-9, 1 2-1 3, 23-41 are objected to under 37 CFR 1 .75(c) as being in 
improper form because a multiple dependent claim should refer to other claims in the 
alternative only. See MPEP § 608.01 (n). Accordingly, the claims have not been further 
treated on the merits. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 1 1 2: 

The specification shall contain a written descnption of flie inventkm, and off the manner and process of 
making and using it, in such full, dear, concise, and exact temr^s as to enaUe any person skilled In the 
art to which it pertains, or with which it Is nrtost nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

4. Claims 16. 20 and 22 are rejected under 35 U.S.C. 112. first paragraph, as failing 
to comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the inventor(s). at the time the application was filed. 
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had possession of the claimed invention. Claims 16. 20 and 22 recite "Hemiitian vector 
space", however, the "Henmitian vector space' is not disclosed in the specification. The 
specification as filed does not mention the use of "Hennitian vector space". 

5. . Claim 18 depend from daim 16. hence inherit the deficiencies of claim 16. 

Claim Rejections • 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which fomis the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the (fiflerenoes between the subiect matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been ob\rious at the time the 
invention viras made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentabilify shall not be negatived t>y the manner in which the invention was made. 

7. Claims 1-3. 10-11. 14-22 are rejected under 35 U.S.C, 103(a) as being 
unpatentable over Anshei et al. (hereinafter Anshel) US Patent Number 6.493,449 In 
view of Hoffstein et al . (hereinafter Hoffstein) US Patent Number 6.298. 1 37. 

As per claim 1 : 

Anshel teaches a method of secure distribution of encryption/decryption keys 
among two communicating parties by providing secure algebraic key establishment 
protocols. Users A and B wish to exchange keys via public discussion over insecure 
channel, user A randomly chooses elements S1 , Sn element of G and transmits 
them to user B via the communication module. Similariy user B randomly chooses 

elements t1 tm and transmits them to user A via the communication module, wherein 

s1,...,sn and t1,....tn are publicly known. And generate a word a which is a secret word 
in the generators s1,...sn, and generate a word b which is a secret word In the 
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generators t1 , . ...tn. The secret word a together with the generators t1 tn and the 

secret word b with generators s1 sn are presented to compute conjugate elements. 

(col. 9-C0I.13) 

Anshel does not expressly disclose computing the n-tuple g^A by the first 
communicating party and transmitting it to the second communicating party and 
generating g^B by the second communicating party and transmitting it to the firs 
communicating party. However. Hoffstein teaches computing the n-tuple g'^A by the first 
communicating party and transmitting it to the second communicating party and 
generating g^B by the second communicating party and transmitting it to the firs 
communicating party. (Abstract: col. 11. line 63-col. 13, line 30) Therefore it would have 
been obvious to one ordinary skill in the art to modify the method disclosed by Anshel 
with Hoffstein in order to have a system that combines relatively short, easily created 
keys, with relatively high speed encoding and decoding process, (col. 2. lines 30-33; 
Hof^tein) 

As per claims 2 and 10: 

« 

The combinatton of Anshel and Hoffstein teaches all the subject matter as 
discussed above. In addition, Anshel further discloses a method wherein G is an 
arbitrary compact topological monoid and the polynomials p(x.sub.1 . x.sub.2, ... 
x.sub.k) and q(x.sub.1, x.sub.2. .... x.sub.k) have non-negative integer coefficients, 
and all the matrices S.sub.1. S.sub.2, .... S.sub.k have non-negative integer matrix 
coefficients, (col. 9-col.13) 
As per claims 3 and 1 1 : 
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The combination of Ansiiel and Hoffetein teaches ail the subject matter as 
discussed above. In addition, Anshei further discloses a method wherein G is an 
arbitrary compact topological group and the polynomials p(x.sub.1 , x.sub.2, . . . 
x.sub.k) and q(x.8ub.1 . x.sub.2, .... x.sub.k) have arbitrary integer coefficients, and 
all the matrices S.sub.1 , S.sub.2, . . . S.sub.k have arbitrary integer matrix coefficients. 
(col.9-col.13) 
As per claims 14-22: 

t 

The combination of Anshei and Hoffetein teaches all ttie subject matter as 
discussed above. In addition, Hoffstein further discloses a method wherein nssi and 
saki G is a connected dosed subgroup of the orthogonal group 0(V), where V is a 
Euclidean vector space, (col. 6, lines 63-67) 

Conclusion 

* 

8. The prior art made of record and not relied upon Is consklered pertinent to 

« 

applicant's disclosure. See Fomi PTO-892. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Molse can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Infomnation Retrieval (PAIR) system. Status infomriation for 
published applications may be obtained from either Private PAIR or Public PAIR, 
Status infomnation for unpublished applications is available through Private PAIR only. 
For more infonnation about the PAIR system, see http-7/pair-clirect.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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